
Linux Helpers – Firewall Cheatsheet

UFW (Ubuntu/Mint/Debian)
- Installieren: sudo apt install -y ufw
- Aktivieren:   sudo ufw enable
- Status:       sudo ufw status verbose
- Regel:        sudo ufw allow 22/tcp      # SSH
- Regel löschen:sudo ufw delete allow 22/tcp
- Standard:     sudo ufw default deny incoming
                sudo ufw default allow outgoing
- App-Profile:  sudo ufw app list

firewalld (Fedora/RHEL/openSUSE)
- Start/Enable: sudo systemctl enable --now firewalld
- Zonen:        sudo firewall-cmd --get-active-zones
- Dienst öffnen:sudo firewall-cmd --add-service=ssh --permanent
- Port öffnen:  sudo firewall-cmd --add-port=8080/tcp --permanent
- Reload:       sudo firewall-cmd --reload
- Liste:        sudo firewall-cmd --list-all


